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Session Description

This session dives into 

some of the top IT risks 
for bank boards, 
including cybersecurity 
threats, technological 
disruptions and 
regulatory compliance.



Question 1: (By Show of Hands) Are you,

A:  A member of the Board
B:  Person Responsible for Updating the Board



Question 2: (By Show of Hands) How 
often is IT a focus in your meetings?

A: Monthly
B: Quarterly
C: Annually
D: Every Meeting



Risk #1: Cybersecurity Threats



Annual Number of Data Compromises in the United 
States from 2005 - 2023



Number of cases of 
data compromise due 
to cyber attacks in the 

United States from 
2020 – 2023, by 

industry



Percentage of Financial Organizations 
worldwide hit by ransomware attacks 

from 2021 to 2023



• Getting the “Pulse” of 
where you Stand

• Are you asking the right 
questions to the right 
people in the right 
meetings?

https://i-aml.com/news/12102022/



• Cybersecurity Risk 
Management, Strategy, 
Governance and 
Incident Disclosure Rule

• Data Breach Notification 
Law by State

IT Governance USA Link

https://www.itgovernanceusa.com/data-breach-notification-laws?source=aw&sv1=affiliate&sv_campaign_id=407399&awc=8036_1715804949_6ff3359c2e4bc0a3bc52b75566055cfc&sn=1


Question 3: (By Show of Hands) When it comes 
to evaluating third parties, which do you feel is 
more important to look at?

A: SOC  Reports
B: Security Assessments
C: ISO Reports



• Proactiveness vs. Reactive

• Analyzing Third Parties

2024 Verizon DBIR Report



Cybersecurity Threats

“There are only two different types of 
companies in the world: those that 

have been breached and know it and 

those that have been breached and 
don’t know it.” ― Ted Schlein



Risk #2: Technological Disruptions



• Way of the Old vs. Way of the New



• More Reliance on Technology

• Future Innovations in AI, Machine Learning, RPA, API’s



Strategic Plans

Keeping up with the 
Competition

IT Operations/Reliance 
in 5 Years



Risk #3: Regulatory Compliance





Information Security vs. 
Information Technology

Managements Controls 
and Reliance on 

Technology



Key Takeaways/Thoughts

Cybersecurity Threats

• Do you have the right people and the right discussions?

• Have you performed data / security risk assessments?

• Have you implemented controls?

• Do you know if these controls are effective.

• What is your 3rd Party Risk?

• How strong is your IRP?

• Is the floor going to fall out from them when a cyber event 
occurs?

Technological Disruptions

• Are you in tune on the strategic direction of the 

bank? 
• What new technologies are being implemented?
• Do you have the right oversight and monitoring in 

place?
• Do you know where your data is?

• How Strong is your BCP?

Regulatory Compliance

• Will there be a rise in guidance?

• Who is responsible for monitoring new IT guidance?
• How are you getting ahead of it?



Questions?


