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THE WORLD NOW EMPHASIZES FAIRNESS FOR CONSUMERS

The world is a better place for consumers. Whereas 

U.S. law previously emphasized disclosure as a way 

to protect consumers, changes in the law and its 

interpretation now emphasize fairness.

The most obvious example of this is the Consumer Financial 

Protection Bureau (CFPB), created nearly six years ago by 

the Dodd-Frank Act with the sole mission of looking after the 

interests of financial consumers. The CFPB did away with lengthy 

mortgage documents, primarily cobbled together by a series 

of previous laws that emphasized disclosure, with two simpler 

forms—the “Know Before You Owe” documents, which describe 

borrowers’ mortgages, and secondly, their closing expenses. Plus, 

consumers must receive their closing paperwork at least three 

days beforehand so they can review and ask questions. This was 

always something a consumer could ask for, but many people 

didn’t know they could demand it.

When I was covering the financial crisis in 2006 and 2007 for 

The Tennessean, a daily newspaper in Bank Director’s hometown 

of Nashville, I often interviewed homeowners who were struggling 

with subprime mortgages and seemed to have little understanding 

of their mortgages. One woman said her mortgage broker showed 

up at her hair salon with her closing documents pushing her to 

sign on her half-hour lunch break. When I asked one man if he 

had a fixed-rate or an adjustable-rate mortgage, he told me 

it was fixed, because it was fixed for three years. (After three 

years, his subprime rate adjusted to a new rate he couldn’t afford 

unless he had won the lottery.)

This is not to say that everyone will understand their 

mortgages because they are explained in simpler terms. But 

the very tone of regulation has changed. As you can see in 

John Maxfield’s story on overdrafts in this issue, the CFPB is 

pushing banks to not only offer, but also market, low-cost deposit 

accounts with no overdraft fees. Overdraft programs that are 

confusing to consumers are likely to get banks in trouble, and 

indeed, already have. 

Additionally, several aspects of consumer law have been taken 

out of the hands of the prudential bank regulators and moved 

to the CFPB, which is totally focused on the task of consumer 

protection, not the safety and soundness of the banking system. 

Rule-making authority for the Home Mortgage Disclosure Act, 

for example, is now in the hands of the CFPB. Previously the 

Federal Reserve had that responsibility. The CFPB also is going 

after nonbanks. The agency has made it clear that payday lenders 

will be getting new regulations, despite that industry’s long 

history of complying with disclosure rules regulated by the various 

states. Disclosure, when it comes to payday loans, is clearly not 

enough to protect consumers in the CFPB’s view. 

There has been a lot of concern in the banking industry 

about what the new regulations might mean for banks. Many 

banks, especially small ones, are finding the new regulations 

onerous and some of them are even leaving consumer lending, 

particularly mortgages, altogether. I think we will see increased 

consolidation of mortgage lending to the big mortgage brokers 

and banks, because they can afford the cost of keeping up with 

regulations and still make such a business profitable, which will 

be unfortunate for many potential homeowners who won’t fit 

in their underwriting check boxes of decent credit history and 

documented, regular income.

But despite obvious drawbacks such as these, the world is 

getting to be a much better place for consumers, and that’s not 

so bad for banks, either. Banks who recognize this are positioning 

themselves to offer financial advice and contribute to the 

overall well being of their customers, not just push short-term 

transactions. Customers who can reduce debt and improve their 

financial well being can help the economy, and banks, by starting 

their own businesses and managing their loans better. Better 

educated consumers making better financial decisions make 

better customers, too.
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The legal issues bank boards need to worry about keep 

increasing. Regulatory pronouncements are par for the 

course. But now, the CFPB is adding a few more to the mix. 

Take a look at the following upcoming legal and regulatory matters 

that could impact your bank, or its competitors.    

Naomi Snyder  
is editor for  
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CRE WARNING TO 
BANKS
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Real estate has been a strong part of many 
regional economies, and commercial real 
estate is a real money maker for many 
community banks across the nation. In 
that context, regulators put out a warning 
shot last December in the form of joint 
regulatory guidance, stating that 
underwriting has been loosened in the 
commercial real estate sector, and CRE 
lending will be a focus for 2016 bank 
examinations. The reviews will focus on 
“financial institutions’ implementation 
of the prudent principles in applicable 
guidance relative to identifying, 
measuring, monitoring, and managing 
concentration risk in CRE lending 
activities.”
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Shareholder activists have been running roughshod over corporate 
America in recent years, challenging boards to return capital to share-
holders, cut costs, split their companies into pieces and even sell—all in 
the name of “unlocking hidden value” for shareholders. When boards 

don’t respond the right way, activists aren’t afraid to seek board seats.
Banks have been relatively immune to the trend. Post-financial crisis regula-

tions, a tough operating environment and, significantly, the inability of investors 
to obtain a controlling position and force changes on bank boards without regu-
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Bank-related activism makes a comeback.
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latory approval, have conspired to shield the industry from the ac-
tivist frenzy.

 Now, that appears to be changing. The industry is fundamen-
tally healthier than it’s been in a while, but many banks still aren’t 
able to earn even the 9 percent on equity required to break even 
on capital costs. While the regulatory environment remains tough, 
the agencies seem more willing to approve strategic changes and 
mergers.

Activists launched 22 campaigns at banks in 2015—a number 
that has risen every year since the crisis, according to Thomson 
Reuters activism data. The number of activist encounters that 
don’t result in proxy scuffles is even greater: In a survey by con-
sultant PwC, 31 percent of financial institution directors say their 
boards interacted with activists in 2015, up from 23 percent the 
year before.

 “Activism is increasing, and it’s also moving up the food 
chain,” says Joseph Vitale, a partner at Schulte Roth & Zabel LLP, 
a New York law firm. “The sector has been distressed, and it’s been 
experiencing low rates of returns. These are the kinds of situations 
where you expect to see activism.”

 Richard Lashley, a principal of PL Capital, a hedge fund that 
owns shares in 38 banks, says that rising compliance and technol-
ogy costs, combined with continued margin pressures spawned 
by the Federal Reserve’s low-rate policies, have made the indus-
try “ripe for activism.” Oftentimes, he says, the cost savings from a 
forced merger can be more than double the net income of the seller, 
making a sale “a no-brainer.” 

Two banks where PL Capital held board seats—Metro Bancorp 
in Harrisburg, Pennsylvania, and Sioux Falls, South Dakota-based 
HF Financial Corp.—agreed last year to merge with larger institu-
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tions after feeling the heat. “Our thesis is that we’re returning to 
the days of acquire or be acquired. You could be a buyer or a seller, 
but clearly there’s a need for greater economies of scale,” Lashley 
says. “Everyone in the boardroom knows what needs to be done. 
Sometimes, they just need a nudge.”

 Activism isn’t exactly new to banking. Anyone who’s been 
around the industry awhile can recall the wave of activism—much 
of it connected to mutual thrift conversions—in the 1990s and ear-
ly 2000s. A 2015 study by the Federal Reserve Bank of Kansas City 
found an average of 8.5 percent of publicly traded banks and thrifts 
had a publicly disclosed encounter with an activist in any given 
year between 1994 and 2010.

 This new breed of activism has a sharper edge to it. Investors 
have more governance tools—proxy access, annual elections and 
required non-binding say-on-pay resolutions—at their disposal 
and aren’t shy about challenging for board seats if they don’t get 
their way. Sometimes they attack in packs to get around regulatory 
restrictions on control. Metro, which had $3 billion in assets and 
32 branches, sold to F.N.B. Corp. of Pittsburgh after three separate 
hedge funds—PL Capital, Basswood Capital and Clover Partners—
all pressed for a deal.

 While smaller banks have traditionally gotten most of the at-

“Companies that are providing good returns 
are not interesting to activists. If it ain’t 
broke, there’s nothing to fix.”
— JOSEPH VITALE, PARTNER, SCHULTE ROTH & ZABEL LLP



You have goals.  
We have solutions. 
Let’s talk.

BMO offers a wide selection of focused and specialized solutions, 
including interest rate and treasury management. As one of  
North America’s largest financial institutions, we have the  
capabilities and experience to deliver exceptional service to our 
correspondent bank clients.

bmoharris.com/correspondent | bmocm.com

Banking products and services are provided by BMO Harris Bank N.A. Member FDIC. BMO Capital Markets is a trade name used by BMO Financial Group for the wholesale banking businesses of Bank of Montreal, BMO Harris Bank N.A. 
(member FDIC), Bank of Montreal Ireland p.l.c., and Bank of Montreal (China) Co. Ltd and the institutional broker dealer businesses of BMO Capital Markets Corp. (Member SIPC) in the U.S., BMO Nesbitt Burns Inc. (Member Canadian  
Investor Protection Fund) in Canada and Asia and BMO Capital Markets Limited (authorised and regulated by the Financial Conduct Authority) in Europe and Australia. “BMO Capital Markets” is a trademark of Bank of Montreal, used  
under license. “BMO (M-Bar roundel symbol)” is a registered trademark of Bank of Montreal, used under license. ® Registered trademark of Bank of Montreal in the United States, Canada and elsewhere.



T H E  L E G A L  I S S U E

B A N K D I R E C T O R . C O M B A N K - R E L A T E D  A C T I V I S M  M A K E S  A  C O M E B A C K    4  of 6

tention from hedge funds that specialize in financial companies, 
activists are increasingly challenging larger institutions. Last Oc-
tober, the board of $15.1 billion asset Astoria Financial Corp. in 
Lake Success, New York, agreed to have the bank acquired by ri-
val New York Community Bancorp after activist Basswood Cap-
ital Management took a 9.2 percent stake and began agitating for 
a sale. In February, New York hedge fund Hudson Executive Capi-
tal announced stakes in $48 billion asset CIT Group and Comeri-
ca Bank, a $71 billion asset lender based in Dallas. It wants CIT to 
divest some units, and would like Comerica, which had a 7 percent 
year-end 2015 average return on equity, to sell.

 Even megabanks are vulnerable. Last year, Trian Fund Man-
agement, a $12 billion hedge fund run by billionaire Nelson Peltz, 
accumulated a 2.5 percent stake in Bank of New York Mellon Corp., 
and pressured its way onto the board. Trian, which invests in many 
different industries, has since grown its position to 2.83 percent of 
BNY Mellon shares.

 Preparation is the key to avoiding or fending off an activist at-
tack. A growing number of bank boards are hiring outside advisors 
to, in essence, pretend they are activists and review operations for 
vulnerabilities that might attract attention and can be addressed. 
“It could be anything from an operational deficiency to a lack of in-
dependence or skill on the board,” says Robert Klingler, a partner 
with law firm Bryan Cave in Atlanta. “It’s about anticipating what 
might happen and how you would respond.”

Some boards are identifying response teams of lawyers, invest-
ment bankers and directors who are ready to jump into action if 
an activist emerges. Many are reviewing their bylaws and articles 
of incorporation to make sure the proper defenses are in place. A 
growing number of institutions also are monitoring their share-
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holder rolls more closely, and gaining perspective on how their larg-
est shareholders have reacted to activist plays at other companies. 

 H. Rodgin Cohen, senior chairman of New York law firm Sul-
livan & Cromwell LLP, advises his clients to talk more often with 
larger shareholders whose voting support an activist needs to suc-
ceed. “You don’t want to talk just about last year’s performance, 
but also long-term strategy,” he says. “If an activist strikes, you can 
say to them, ‘As we’ve already told you, we have a good strategy.’ 
You want to take the initiative, rather than being on the defensive.” 
Bank boards appear to be taking such words to heart. In the PwC 
survey, 67 percent of financial institution directors reported com-
municating “regularly” with large shareholders.

Of course, the best way to hold activists at bay is to perform well. 
“Companies that are providing good returns are not interesting to 
activists,” Vitale says. “If it ain’t broke, there’s nothing to fix.” If, 
despite the board’s best efforts, an activist shows up in your stock, 
ignoring them will likely only make things worse. Until the recent 
sales, PL Capital had representatives on six boards, most of which 
didn’t initially want them there. “The [chairman] who says, ‘We 
would never put you on the board,’ that’s a trigger for me to demand 
a board seat,” Lashley says. “But if someone says, ‘Rich, I’d love to 
have you on the board,’ the minute I hear that, I think, ‘I don’t need 
to be there. They’re not entrenched. They’re thinking like a share-
holder.’

“It’s uncanny how often we decide to pass on pursuing activism 
based on the response we get,” he adds.  |BD|
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A growing number of activist hedge funds are setting their sights 
on the banking industry, including such large generalist funds as Trian 
Fund Management and Corvex Management, an $11 billion fund that 
has recently taken small stakes in Bank of America Corp., Comerica and 
Citizens Financial Group. More familiar are these four investors that 
have been investing in banks for more than two decades: 

WHO THEY 
ARE Swipe below to cycle through 

the activists targeting banks. 

Basswood Capital Management:
Co-founded and run by Matthew Lindenbaum and his brother 

Bennett, Basswood boasts more than $2.5 billion in assets 

under management. The vast majority of the 22-year-old hedge 

fund’s 169-plus equity holdings are bank stocks. It likes mid-

cap regionals most of all, and isn’t afraid to press for a sale: It 

was the driving force behind the 2015 sale of Astoria Financial.  

1
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Activity
LOG OFFACCOUNTS

ALERT

TOTAL CHECKING (...4567)

Available Balance –$458.07
see activity

Transfer Money $0.00

BY JOHN MA XF IELD

Targeting Fees
Regulators plan more changes to  

bank overdraft fees.
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F 
ederal regulators have made it clear that they 
will soon implement rules that govern more strict-
ly how banks assess overdraft fees. The expected 
move will be the first since regulators began requir-

ing banks to get written authorization from customers to opt in to 
overdraft programs, starting in 2010. 

The Consumer Financial Protection Agency (CFPB) announced 
in November that it is preparing to launch a rulemaking to in-
crease consumer protections concerning overdrafts and checking 
accounts. The process, which is expected to kick off later this year, 
goes hat in hand with CFPB Director Richard Cordray’s efforts to 
improve consumer access to financial products.

“Over the years, overdraft programs have become a significant 
source of industry revenues, and a significant reason why many 
consumers incur negative balances,” said Cordray at a recent field 
hearing on checking account access. “Too many problems with 
overdrafts can cause people to give up on the banking system or 
force them out of it altogether.”

To this end, the CFPB director sent a letter at the beginning of 
February to 25 of the nation’s largest retail banks, suggesting that 
they offer lower-risk checking or prepaid accounts that eliminate 
the possibility that a customer can incur a negative balance. Cor-
dray pointed in accompanying remarks to guidelines issued by 
the Federal Deposit Insurance Corp. (FDIC) for cost effective ac-
counts that are safe and affordable for consumers, known as the 
FDIC Model Safe Accounts Template.

Cordray also cited the National Account Standards established 
by the Bank On movement, a consortium of partnerships between 
financial institutions and local communities. The standards build 
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on the FDIC’s work by laying out more than two dozen account fea-
tures designed to attract unbanked consumers. These include mak-
ing overdraft fees all but impossible by offering checkless checking 
accounts that exclude overdraft services on debit card transactions.

Multiple banks had already heeded this call. In June 2014, for 
instance, Cleveland, Ohio-based KeyCorp’s KeyBank launched its 
Hassle-Free Account, which allows customers to make deposits, 
track money, obtain cash and make payments without incurring 
overdrafts. A spokesperson for the bank said in an emailed state-
ment that the lower-risk account “expands our ability to serve both 
the unbanked and those locked out of the banking system today.”

Capital One Financial Corp. offers a similar product, known as 
360 Checking, which permits overdrafts but instead of charging a 
punitive fee it assesses interest only on the amount of the overdraft. 
It also offers free transfers from a linked savings account to cover 
any overage. The McLean, Virginia-based bank didn’t respond to a 
request for comment.

Beyond its efforts to encourage banks to offer lower-risk check-
ing accounts, a CFPB spokesman made it clear that it will soon sup-
plement rules that govern even standard checking accounts. The 
Bureau’s latest rulemaking agenda highlights multiple “consumer 
protection concerns” related to overdrafts that it is seems intent 
on remedying. These include the structure of overdraft and insuf-

“Too many problems with 
overdrafts can cause people to 
give up on the banking system or 
force them out of it altogether.”

R ICH A R D COR DR AY | CFPB DIR ECTOR
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ficient funds fees, the order in which banks post checking account 
transactions, and the way that consumers opt-in to overdraft cov-
erage for debit card transactions.

The CFPB’s concern about opt-in requirements manifested 
itself in an enforcement action that the Bureau brought last year 
against Regions Financial Corp., a $126 billion asset bank based in 
Birmingham, Alabama. The CFPB fined Regions $7.5 million and 
ordered it to refund roughly $50 million in fees that it said had been 
assessed against customers who had not opted in for overdraft ser-
vices. It was the first time that the CFPB has used its authority un-
der Regulation E, which was revised in 2009 after Congress passed 
a law to require that customers opt in to overdraft protection.

The Bureau followed this up in October by notifying TCF Fi-
nancial Corp. that it might take similar action against the $21 bil-
lion asset Wayzata, Minnesota-based banking company. TCF re-
sponded to the CFPB’s allegations in late November and believes 
that its overdraft opt-in practices comply with all applicable laws 
and regulations, said Mark Goldman, TCF’s director of corporate 
communications, in an emailed statement.

The biggest problem with opt-ins, according to studies by the 
Pew Charitable Trusts, is that bank customers often don’t under-
stand how the process works. In a 2014 survey, Pew found that 
52 percent of respondents who had overdrawn their checking ac-
counts over the previous year did not recall opting into the service. 
Beyond this, “many consumers are confused about how the opt-in 
process works,” says Susan Weinstock, Pew’s director of consumer 
banking. “They think that opting in will allow them to avoid over-
draft fees, when the opposite is in fact the case.”

Pew has published a model disclosure box that banks can use 
to remedy this. It lays out general account information and dedi-
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cates roughly a third of the one-page document to an explanation 
of overdraft services. Of the 45 large banks Pew evaluated in its 
2015 report on overdraft practices, it found that 62 percent of them 
have adopted disclosure boxes that conform to its model.

The impact of existing opt-in requirements on banks’ bottom 
lines has been substantial. Since the Federal Reserve added the opt-
in requirement to Regulation E in 2009—though the change didn’t 
go into effect until the following year—only a third of consumers 
have agreed to the service, according to a 2015 study by Novantas 
Research. Bank consulting firm Moebs Services estimates that 
overdraft fees collected by both banks and credit unions dropped 
from a peak of $37.1 billion in 2009 to $31.6 billion in 2011. 

“To be clear, the 14.8 percent drop in overdraft fees from 2009 
to 2011 wasn’t the result of the opt-in requirement alone,” says Mi-
chael Moebs, CEO of Moebs Services. “But it played a major role.”

In addition to disclosure, the CFPB has shown interest in reg-
ulating the design of overdraft services themselves. It is focused 
especially on reining in features that increase the number and ex-
tent of overdraft fees that customers incur, such as posting daily 

Source:  
Moebs Services

Bank and Credit Union Overdraft Fees
After increasing consistently for a decade, industrywide overdraft fee revenue 
fell after Regulation E’s “opt-in” requirement went into effect in 2010.
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checking account transactions from the largest to the smallest 
dollar amounts, as opposed to chronologically.

Many large depositories have already eliminated this practice, 
says David Pommerehn of the Consumer Bankers Association. 
They were incentivized to do so after paying hundreds of millions 
of dollars in legal fines and settlements stemming from the prac-
tice over the past decade. A federal district court judge in 2010, for 
example, issued a scathing indictment of the practice at Wells Far-
go & Co., calling it a “draconian” bookkeeping device that “dramat-
ically multiplied” the number of fees the bank could extract from 
a single mistake made by a customer. Wells Fargo declined to pro-
vide a comment for this article.

Weinstock believes that other features of bank overdraft poli-
cies are similarly likely to attract attention from the CFPB. These 
include reducing or eliminating extended overdraft fees (the fees 
banks sometimes charge when a customer hasn’t repaid the over-
draft within a specified period of time), capping the number of over-
draft fees assessed on a customer in any given year, and ensuring 
that the size of the fees are reasonable and proportional to the costs 
of the service. The Pew Research Trusts enunciates these and oth-
er best practices related to overdraft policies in its 2015 update to 
its Checks and Balances report.

There’s no question that overdraft services are important. “In 
many instances, overdraft services are the last refuge for consum-
ers in need of immediate credit,” explained the CBA’s Pommerehn. 
However, it seems increasingly apparent that banks will soon no 
longer be permitted to design these services without taking into 
consideration a more holistic view of consumers’ best interests.  |BD|
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C 
ybersecurity seems like such a terrible threat, because 
it is mostly unknown. Bankers are confident that they can get 
their hands around the risk inherent in their commercial real 

estate portfolios. But how do they know what cyber criminals are doing and 
what risk they pose to the bank? 

One of the newest regulatory developments is the publication of the 
FFIEC’s cybersecurity assessment tool last year, which is designed to help 

Here’s what banks need to know 
about cybersecurity threats.

BY NAOMI SNYDER
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banks do exactly that. It’s not a law and compliance is not manda-
tory per se, but when regulators say they are going to use the tool in 
exams, it quickly moves from a tool to an expectation, says Nathan 
Taylor, an attorney who specializes in cybersecurity at Morrison & 
Foerster LLP.

Boards are responsible for overseeing the organization’s cyber-
security, and making sure staff is addressing the risk. To help with 
this endeavor, Bank Director digital magazine interviewed forensic 
investigators who work with banks to identity the gravest concerns.

For the purposes of this article, a cyberattack refers to a mali-
cious attempt, whether successful or not, to invade an institution 
through its computers or servers. It may also include the instances 
where bank customers are tricked in some way to give up their on-
line or mobile bank account usernames and passwords, and some-
times even security question responses. This obviously becomes 
a problem for the banks when they have unhappy customers de-
manding that funds be returned, not to mention going to the local 
media with their complaints.

Who Are the Attackers?

Attackers are coming from all over the globe, but they have been 
traced mostly to criminal organizations, many of them operating 
from Eastern Europe. They are extremely hard to find and pros-
ecute. After a series of attacks on large organizations and banks 
from 2011 to 2013, including Bank of America, JPMorgan & Co, 
and the New York Stock Exchange, the U.S. Justice Department 
filed criminal charges earlier this year against seven Iranians they 
accused of acting in concert with the Iranian government to shut 
down the institutions’ web sites. Needless to say, the Iranian gov-
ernment has not sent them to the U.S. to face prosecution. 

Resources

For more 
resources, check 
out our resource 
page.
 

Legal 
Responsibility 

For more 
on the legal 
responsibilities of 
the bank, see our 
story on the legal 
ramifications of 
a breach. 
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What Are Their Methods?

Malware, sometimes in combination with phishing, is still 
a huge threat for banks. Malware is malicious software down-
loaded on to your computer or smartphone, often without your 
knowledge. Phishing refers to the tactic of trying to obtain sen-
sitive information, such as bank account log-in information or 
a social security number, usually with a seemingly legitimate 
email query.

“Phishing is still very prevalent,’’ says Ross Hogan, glob-
al head of fraud prevention at Kaspersky Lab. These methods 
could be used against bank employees, but more often, success-
ful attacks are lodged against the bank’s customers, which the 
bank has less control over. “Users are vulnerable, unsophisti-
cated and capable of being duped, and sometimes they’re just 
lazy,’’ says Hogan. 

A common phishing method is to direct users to a fake web 
site that looks like a real web site or to an emailed attachment 
and simply ask for sensitive information such as online bank 
account log-in information. A customer might think this was a 
real inquiry from their bank. Newer types of malware distrib-
uted through infected apps on the smartphone will freeze the 
phone and demand the user type in sensitive information such 
as bank account information and passwords before unlocking 
the phone, says Ron Plesco, national lead of KPMG LLP’s cyber 
investigations.

Other types of malware will operate in the background and 
spy on the users’ behavior, storing information such as pass-
words and even the answers to security questions. “They can 
make sure the user has absolutely no knowledge this informa-
tion was ever sent,’’ Plesco says. 

23% of recipients of 
phishing emails open 
them. 

11% click through to 
attachments.

Source:  
2015 Verizon Data Breach 
Investigations Report
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According to the Verizon 2015 Data Breach Investigations 
Report, 36 percent of confirmed data breaches at financial in-
stitutions involved “crimeware,” meaning malware that can 
capture sensitive log-in information, perhaps on a customer’s 
computer or phone. 

Not all cyberattacks involve actual breaches. Roughly one-
third of security incidents reported at financial institutions in-
volved distributed denial of service (DDoS) attacks, according 
to the Verizon report, but investigators say most criminals tar-
get large and regional banks. DDos attacks remotely exploit a 
weakness in a variety of computer systems and turn them into 
an army of computers, or a “botnet.” The computers’ owners may 
be unaware that their computers have been taken over and are 
attacking specific targets, such as banks and other companies, 
overwhelming their web sites so as to shut them down. Some 
criminals demand ransom payments to stop the attacks, or they 
steal data and encrypt it, threatening to destroy the company’s 
data or sell it unless a ransom is paid. Plesco and other investi-
gators are seeing an increase in extortion tactics such as these. 

What Are the Bank’s Vulnerabilities?

The financial industry is one of the top targets of cyber 
criminals in terms of numbers of incidents and data breaches, 
according to the Verizon report. Although several investigators 
said they believed the financial industry is generally better pro-
tected than many other industries, they felt that small banks 
didn’t have the resources to protect themselves as well as big 
banks. 

In addition, several investigators said banks should be con-
cerned about the vulnerabilities of increasingly popular mobile 

Which 
Industries 
Have the 
Highest 
Number of 
Breaches?
Tap on the following 
to see the number 
of confirmed data 
breaches, by industry:

*325 breaches occurred 
in unknown industries. 

Source:  
2015 Verizon Data Breach 
Investigations Report
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devices. While most banks have strict controls over their em-
ployees’ use of mobile devices to conduct the bank’s business, 
the bank’s customers are not so well protected. People assume 
their mobile devices are safer than their computers and they 
don’t download security software or they only use free soft-
ware, says Hogan. Also, people are simply less vigilant on their 
mobile devices, following weird links as they multi-task, says 
Hogan. “The mobile device is the adult pacifier,’’ he says.  Al-
though attacks coming in from mobile devices are still relative-
ly few in number of total reported breaches, most of them are 
targeted to Android phones and its operating system, says the 
Verizon report. 

Threats from insiders are real and potentially more damag-
ing, if less frequent, than attacks from outsiders. Banks should 
pay special attention to the super-users in their organization 
who have access to critical systems and data, monitoring their 
activities as well as suspicious behavior or unusual trends. 

Vendors also are a huge risk for banks, as most banks give 
contractors access to sensitive customer data or critical IT sys-
tems. A Turkish man pleaded guilty earlier this year to a hack-
ing scheme that manipulated a payment processor to raise the 
amounts on prepaid debit cards, then used teams of criminals 
holding the debit cards to extract $55 million from ATMs in the 
U.S. in 2013. Plesco says banks need to do security audits, as-
sess the security practices of their vendors, and scrutinize their 
contracts with these vendors to find out who is responsible in 
the event of a breach.

Taylor says his clients’ greatest fear is about what hasn’t 
happened yet: The bank losing access to its data or having its 
data destroyed by a bad actor. “What happens if they’ve wiped 

36% involve  
crimeware

14% involve payment 
card skimmers

11% involve insiders

* Individual attacks 
could include multiple 
attributes.
 

Source:  
2015 Verizon Data Breach 
Investigations Report
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out your account database?” he says. The scary scenario, and the 
one you don’t hear much about, is the possibility of an attack so se-
vere, your company can’t function for weeks or more. 

To get a handle on the risk of such unknowns is nearly impossi-
ble. But one of the best ways to start the threat assessment process 
is to get good people working for your bank who can make assess-
ments and recommendations. Nick Bennett, who leads intrusion 
investigations as a director for Mandiant, the consulting arm of 
FireEye, says he finds that many companies are too focused on buy-
ing software and not on hiring top-notch people to protect them-
selves from threats. Software, for example, can detect anomalies in 
transactions or online behavior, but if no one is watching the soft-
ware’s red flags, the bank is in trouble. “Many organizations buy up 
technologies, but basically, if you don’t have the people in place who 
understand the technologies, they aren’t much use,” he says.   

Check out the following resources for more 
information. 

The FFIEC has published a guide to help financial institutions identify risks and 
determine cybersecurity preparedness called the Cybersecurity Assessment Tool. 

The FFIEC’s IT Examination HandBook has longed delineated the regulators’ 
expectations for the board, although it’s okay to give some of these responsibilities to an 
IT committee of the board.

Bank Director’s 2016 Risk Practices Survey reveals what banks are doing to protect 
themselves. 

Experian has published a data breach response guide.

The law firm Hunton & Williams explores the board’s role in cybersecurity. 
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Many security experts believe it’s merely a matter of 

when—not if—a bank will experience a cyber attack. 

And if that occurs to your institution, you’ll need a 

good attorney to guide you through the legal ramifications. 

There are several. 

For instance, privacy and notification laws are different in ev-

ery state, and your bank will have to navigate that complex array 

of requirements in the event of a breach. Not all breaches have 

to be reported. Generally, if a breach compromises the personal 

identification information of one or more of you customers, they 

have to be notified, says Kevin Petrasic, an attorney at White & 

Case who specializes in regulation and cybersecurity. Attorneys 

general in some states also need to be notified. Think what would 

“You don’t 
want counsel 
you don’t really 
know and have 
to rely on them 
for one of the 
most critical 
times in your 
existence.”

— Kevin Petrasic
attorney, White & 
Case

THE BANK’S LEGAL 
OBLIGATIONS
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happen if you didn’t report a breach and a customer was unable to 

take steps to protect his or her assets? The bank is potentially liable. 

If you’re a publicly traded company, you may also be obligated 

to report to investors any breach deemed material by your counsel. 

If customers lost money in the breach, the Electronic Funds 

Transfer Act and Regulation E protect their assets and your bank 

will be on the hook. There is generally a $50 limit to liability for 

customers who report a loss or electronic theft, as long as they re-

port the theft within two business days after they find out about it. 

If they don’t, the liability limit goes up to $500. This applies to con-

sumer accounts, but not necessarily commercial accounts, which are 

governed by the contracts you have with the customer. Some banks 

may delineate in those contracts what steps commercial customers 

should take to protect their accounts, such as dual control over any 

wire transfers, in an effort to protect the customer and the bank. 

The lack of a clear understanding of liability in the event of a breach 

has led to plenty of lawsuits and hard feelings between banks and 

their commercial customers. 

To help protect the bank, it’s important to have strong legal coun-

sel on retainer in the event of a breach, says Petrasic. He suggests 

someone knowledgeable about regulations regarding cybersecurity 

and breach response. He also advises getting to know your attorney 

ahead of time, involving such counsel in your bank’s planning for an in-

cident, and even walking through some scenarios to test the plan. “You 

don’t want counsel you don’t really know and have to rely on them for 

one of the most critical times in your existence,’’ he says. |BD|
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AUDIT COLUMN

Three Critical Challenges for Bank Audit 
Committees  

By Sal A. Inserra

A
s the effects of the banking crisis continue to recede, regulatory agencies 

have shifted their focus. As asset quality concerns gradually diminish, 

regulators are scrutinizing corporate governance and risk management 

issues more closely.

In this environment, audit committees are being challenged to meet a higher stan-

dard regarding their understanding of their organization’s risk profile and often 

must adapt their approach to reflect changing business priorities. Three areas of 

concern merit special attention as they present audit committees with significant 

challenges.

Challenge 1: Cybersecurity Risk

Cybersecurity is a paramount issue in financial institutions today, ranking as the 

number one concern of bank executives and board members in the annual Bank 

Director Risk Practices Survey for two years running. In the 2016 survey, 77 percent 

of the respondents said cybersecurity was their top concern, and more than half 

said preparing for cyber attacks is one of their biggest risk management challenges.

Those numbers are not surprising because banks are a natural target for hackers. 

But the challenge of managing cybersecurity risk is complicated by banks’ natural 

reluctance to publicize breaches due to their legitimate fear of alerting other hack-

ers to their vulnerabilities. Unfortunately, this justifiable secrecy makes it more 

difficult for other banks to learn from their peers’ experiences and hinders banks’ 

ability to recognize comparable weaknesses in their own systems and third-party 

relationships.

Another complicating factor is the makeup of the audit committee itself. Committee 

members very rarely have professional IT backgrounds, so they must rely on quali-

fied third parties to provide insights into risks and mitigation strategies. 

Recent regulatory guidance can help overcome this challenge to some extent. Audit 

committee members should be thoroughly familiar with the Federal Financial Insti-

tutions Examination Council’s two-part Cybersecurity Assessment Tool, which was 

issued in 2015 to help institutions identify their risk exposure and determine if their 

risk management programs are appropriately aligned. The audit committee should 

make sure management completes this assessment and integrates its principles into 

the overall risk management effort.

In addition, the Office of the Comptroller of the Currency (OCC) regularly issues joint 

statements with other bank regulatory bodies on specific cybersecurity concerns 

such as new malware developments, extortion attempts, and other current trends. 

Committee members should stay abreast of the most recent OCC statements on the 

agency’s website and confirm that management is following the specific preventive 

steps listed in those statements.

Challenge 2: Reallocating Audit Resources

In the current industry environment of shrinking margins and growing cost pres-

sures, audit committees often must address increasing regulatory compliance de-

mands and growing cybersecurity risk while struggling with resource constraints. 

Fortunately, there often are unrecognized opportunities to control risk management 

costs by reallocating resources to reflect changing business models.

For example, as customer habits and access methods change, some financial institu-

tions are reassessing whether it is cost-effective to continue applying the same level 

of risk mitigation activity at the branch level. Steps such as lengthening the inter-

vals between traditional branch audits and reassigning certain risk control respon-

sibilities to operational managers make it possible to reallocate some internal audit 

resources to new, more pressing areas of risk. Audit committee members should be 

alert to such opportunities to reassess and fine-tune the audit approach to reflect 
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Shrinking margins also are leading banks to look for opportunities to diversify their 

revenue strategies. But every new revenue stream requires new operational and 

support functions and opens up new categories of risk that must be assessed, con-

trolled, and managed. One of the important responsibilities of the audit committee 

is to actively assess how a new business line will affect the institution’s risk param-

eters and to determine how those parameters can be addressed effectively and ef-

ficiently.

New revenue streams and changing business strategies are nothing new, of course. 

Historically, bank directors always have been challenged to adapt to shifts in eco-

nomic and business priorities. In today’s environment, however, with greater regu-

latory emphasis on the management of risk, the challenges to audit committees are 

intensified. An effective response to these challenges can have a direct, significant 
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dard regarding their understanding of their organization’s risk profile and often 

must adapt their approach to reflect changing business priorities. Three areas of 

concern merit special attention as they present audit committees with significant 
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Cybersecurity is a paramount issue in financial institutions today, ranking as the 

number one concern of bank executives and board members in the annual Bank 

Director Risk Practices Survey for two years running. In the 2016 survey, 77 percent 

of the respondents said cybersecurity was their top concern, and more than half 

said preparing for cyber attacks is one of their biggest risk management challenges.

Those numbers are not surprising because banks are a natural tar-

get for hackers. But the challenge of managing cybersecurity risk is complicated 

by banks’ natural reluctance to publicize breaches due to their legitimate fear of 

alerting other hackers to their vulnerabilities. Unfortunately, this justifiable se-

crecy makes it more difficult for other banks to learn from their peers’ experiences 

and hinders banks’ ability to recognize comparable weaknesses in their own sys-

tems and third-party relationships.
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Two trends appear to be developing in the world of civil mon-
ey penalties levied against bank directors, creating a mixed bag 
for board members. Since 2014, the number of bank directors 
ordered to pay civil money penalties by the Federal Deposit In-
surance Corp. (FDIC) has dropped dramatically, but the average 

BY ADAM O’DANIEL

The average civil money penalty increased 15 percent in 2015.
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penalty has increased by more than $10,000, or about 15 percent. 
Regulators can assign civil money penalties against banks, 

bank directors and bank officers for a variety of reasons, includ-
ing negligence, mismanagement, improper use of funds and a host 
of other improprieties. As the financial crisis reaches the decade 
mark, fewer directors and officers are getting hit with fines, but the 
dollar amounts of those fines don’t seem to be falling.

In 2012, 48 individual directors were slapped with fines. The 
number dipped to 39 directors in 2013 and creeped back up to 44 di-
rectors in 2014. The average penalty in those years? About $67,000.

Then, last year, the numbers made a noticeable shift. Only 27 
individual directors faced orders from the FDIC to pay civil money 
penalties for various misbehaviors on the job, a 38 percent decline. 

However, the average dollar amount for those penalties jumped 
15 percent to $77,759.

“There definitely seems to be a shift to higher severity, but low-
er frequency, when it comes to civil money penalties,” says Dennis 
Gustafson, a principal at AHT Insurance who provides directors 
and officers’ liability insurance. “Is that intentional? It’s hard to say.”

An FDIC spokesman did not respond to requests for comment. 
Civil money penalties also are assessed against directors at 

nationally chartered banks by the Office of the Comptroller of the 
Currency. However, these fines have been much smaller and fewer 
in number than the more active FDIC. In 2015, the OCC handed out 
21 civil money penalties with an average fine of $17,091, increasing 
from an average of $6,948 in 2014.

Insurance: To Buy or Not to Buy
The issue is of particular interest to directors because banks 

normally buy directors and officers (D&O) insurance for the board 

CIVIL MONEY 
PENALTIES

+ FDIC

+ OCC

Tap FDIC or 
OCC to view the 
penalty statistics 
from each.

FDIC Civil Money Penalties
YEAR NUMBER AVG. PENALTY LARGEST SMALLEST

2013 39 $66,243 $300,000 $1,000

2014 44 $67,476 $500,000 $1,000

2015 27 $77,759 $180,000 $3,500
Source: FDIC
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and management to insure against liabilities such as shareholder 
lawsuits. But banking regulations prohibit financial institutions 
from insuring or indemnifying individual directors in the event of 
a civil money penalty. 

“That rule has been in place for years,” says Scott Simmonds, 
an insurance consultant for financial institutions. “However, it has 
been brought back to the forefront in recent years with new guid-
ance and heightened awareness.”

In October 2013, the FDIC released an advisory statement to all 
members, alerting boards of directors that civil money penalties 
cannot be covered by their bank-paid D&O insurance. Further, the 
FDIC expressed its interpretation of the rule to also mean banks 
can’t pay the premiums on separate civil money penalty (CMP) 
insurance or pay the penalties on the director’s behalf. The board 
members themselves are responsible for any assessed CMPs.

When the guidance was first released, the news sparked sudden 
interest from directors’ associations and banking industry media. 
Gustafson says he received phone calls from at least one-third of 
his clients asking how they should properly insure themselves in 
light of the rule. 

Insurance companies, including AmTrust Financial Services, 
began underwriting policies sold to individual directors. Such poli-
cies were believed to be within FDIC guidelines because the premi-

“The FDIC tends to send a warning 
shot first.”

SCOTT SIMMONDS, 
INSURANCE  
CONSULTANT
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ums had to be paid by the individual directors, not the institutions.
However, over the past year or so, Gustafson says interest in the 

policies has cooled. He’s still offering the product—premiums av-
erage about $830 for $50,000 of coverage—but he’s not sure it will 
ever be widely purchased.

“There just isn’t a lot of fear out there right now...It may remain 
a niche product,” he says. “A couple years ago, more banks were un-
der regulatory orders. Those bankers were a little more concerned.”

Ironically, Gustafson says he analyzed banks hit with civil 
money penalties in the past year and found 71 percent were stable 
lenders, not insolvent institutions. He also says the higher aver-
age penalty may cause some directors to reconsider. “Just because 
your bank is healthy doesn’t preclude you [from a CMP],” he says. 
“It’s still a new product, so we will see where it all goes.”

Best Insurance: A Clean Bank
Harry Davis, a board member at Raleigh, North Carolina-based 

Yadkin Bank, says regulatory oversight and civil money penalties 
are on the radar for most directors. Davis, who also teaches bank-
ing and economics at Appalachian State University, says conver-
sations about D&O insurance are standard practice, but his col-
leagues prefer to focus on doing their jobs well more than how well 
they’re insured.

HARRY DAVIS, 
BOARD MEMBER, 
YADKIN BANK

The best way to avoid 
a civil money penalty: 
“Just do the right things 
as a director everyday.”
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“The best approach is to operate with heightened scrutiny, stay 
educated of all the changing regulations and then focus on lead-
ing and overseeing a really well-run bank,” he says. “That’s the best 
way to avoid a civil money penalty. Just do the right things as a di-
rector everyday.”

Simmonds, the Gulfport, Mississippi-based bank insurance 
consultant, says he often focuses on the odds when evaluating civ-
il money penalty insurance for individual directors. He points out 
there are thousands of independent directors across the country, 
and fewer than 100 annually have been ordered to pay civil money 
penalties the last five years.

“That’s just a really small percentage,” he says. 
He works with about 400 clients, mostly banks with less than $5 

billion in assets, and most of those directors choose not to purchase 
additional insurance. He said the bigger issue for most boardrooms 
when it comes to insurance is the risk involved in cybersecurity.

“The FDIC tends to send a warning shot first. If you heed the 
warning, there’s no penalty. It’s directors who ignore the warn-
ing shots that end up getting shot between the eyes,” he says. “On 
this issue, to me, the best insurance is usually just running a really 
clean bank.”  |BD|

Share this article

Sharing options are located in the right corner of the top navigation bar.

Adam O’Daniel 
is a writer and 
contributor to 
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James “Jim” Chiafullo is a director at F.N.B. Corp., a 

$20 billion asset bank holding company for First National 

Bank in Pittsburgh, Pennsylvania. In his day job, he’s a 

partner with the law firm Cohen & Grigsby, and chairman of the 

commercial finance group. He is passionate about corporate gov-

ernance, and explains why he cares about concepts such as duty 

of care and duty of loyalty. 

You really care about corporate governance. Why? 
I was a summer associate [and later attorney] at the Gulf 

Oil Co. in Pittsburgh [in the 1980s]. It was a wonderful com-

pany that was generous with the communities in which it oper-

ated. [However,] the board of directors at Gulf lost sight that the 

shareholders owned the company and shareholder value was an 

important part of their obligation. The company’s stock traded 

between $28 and $35 per share. When you looked at their bal-

ance sheet, you saw there was cash on hand and proven reserves 

of oil and gas of about $100 per share. By not unlocking that 

value, it made them very vulnerable to activists. At that time [in 

1979], it was Mesa Petroleum and T. Boone Pickens. [Pickens] 

suggested a royalty trust that really worked as a way to break up 

the company and release that value. It was not good for anybody, 

really. The shareholders got some benefit, but they would have 

been better off if a path of releasing that shareholder value was 

taken by the directors. That’s what was missed. The [directors] 

were all very smart people. They lost their way. They missed how 

important it was to return shareholder value. It’s a really impor-

tant part of what I’m thinking when I’m sitting in the boardroom. 

I was lucky enough to be a first hand observer of all this. I was a 

young lawyer. 

How does that fit into the duty of care and the duty of loyalty? 
You have to be prepared at all time for decisions and meet-

ings. You cannot feel like you have a right to be in that board-

room. You can’t be entrenched. You have to make the decisions 

that are in the best interest of the shareholders, not you, but the 

shareholders. 

What skills can a lawyer bring to a bank board? 

He can bring corporate governance skills and risk analysis. That’s 

a very important part of bank boards presently. Risk is one of the 

most important committees.  

One CEO told me that it’s important to listen to his lawyers’ 
advice but not necessarily take it because lawyers are too fo-
cused on avoiding risk, and sometimes you just need to make 
decisions based on what’s best for the company. Do you think 
that’s true? 

I could not agree with him more. A lawyer is a tool like any 

other tool in a businessman’s toolbox. You can’t abdicate your 

responsibility to lawyers. The whole idea of being a director is to 

assess risk and make decisions that lead to reasonable rewards. I 

should never be giving legal advice when I’m on the board. That’s 

not my role. We have excellent general counsel at F.N.B. Corp. He 

comes in with the legal perspective.

You have a pretty extensive document on your web site called 
“directors’ duties and responsibilities.” What struck me was 
that everything was very clearly spelled out in terms of what 
to do if you have a potential conflict of interest, and even de-
fined insider trading and said no member of your family can 
sell stock within 48 hours of significant news about the com-
pany going public. Is that level of detail needed? 

In that arena, you want to err on the side of conservatism, es-

pecially on insider trading. There is nothing gained by playing that 

fast and loose. 

Unlocking Shareholder Value   
A BOARDROOM CONVERSATION

B A N K D I R E C T O R . C O M
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Bank Director speaks with San Francisco-based Bank of the West 

Chairman J. Michael Shepherd, who has a background as general 

counsel and former CEO of the $76 billion asset institution.      
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Key Issues Covered Include:

+  Data Security

+  Fraud Prevention  

+  Crisis Management

+  Emerging Technology

+  Effective Internal Controls

Insight On Oversight

“Overall an excellent 
conference.  Rich content, 
well prepared speakers and 
relevant, current information.”     
—Past Bank Audit & Risk Committees

Conference Attendee

BANK AUDIT & RISK 
COMMITTEES CONFERENCE

Tap to  
Register Now!
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